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Product Desciiption

Convoloo Cluster DataGuard Edition
Version 2.0

Welcometo Linux s leading high avail ability
cluster software product — Convdo Cluster
DataGuard Edition. DataGuard was designed
and bult spedficdly for Lunix by the most
industry proven group d cluster developers.
If you have just purchased the product, thank
you. We ae onfident that youwill be
completely satisfied with the software and
appredate the benefitsit bringsto you Linux
environment. If youare wmnsidering puchasing
DataGuard cluster software, we hope that this
document will provide the answersto any
tedhnicd questions you may have.

August 2001

This product description provides atechnicd
overview of DataGuard cluster software and its
fedures. It aso oulines suppated hardware,
prerequisite software, and aher information that
will be useful as you configure your Linux
cluster. Information regarding the product
Warranty and Suppat Servicesis aso included.

Sincerely,

Misson Criticd Linux, Inc.
100Foct of JohnStrea

Lowell, Massachusetts 01852
WWwW. m ssioncriticallinux.com

(+1) 978.606.0200
(+1) 877.62INUX
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Description

DataGuard cluster software provides a high

avail ability computing environment for multi ple
Linux-based systems running static (read-only)
and dyramic update (read/write) applicaions. It
provides suppat for two systems accessng
shared mass $orage (not including bod disks)
under asinge gpli cation management
environment. Within this highly integrated
environment, systems retain their independence
because they use private pies of the Linux
operating system. Thus, the Linux systems can
boa and shut down independently while
benefiting from common storage resources.
Applicaionsrunnng onserversin a DataGuard
cluster configuration access fiared disk
resourcesin afully coordinated manner,
guaranteang the highest levels of dataintegrity.

Because disk storage resources are shared,
DataGuard cluster configurations offer higher
avail ability than standalone Linux systems.
Properly configured DataGuard cluster
configurations can withstand the shutdown or
fail ure of various comporents. For example, if
one server in a DataGuard cluster is shut down
for planned maintenance, appli caions and
network clients can continue operation after
restarting on @ recnreding to the remaining
cluster member. Becaise mass $orage can be
shared cluster wide, restarted applicaions and
clients are aleto accesstheir original data.
Applicaions and retwork clients can be
designed to survive these events automaticadly.
For example, if clients, such as NFS, are
designed corredly, they do nd haveto
reconred onfailover.

Hardware cnfigurations can be designed to
have no single-point-of-fail ure, and will provide
very highlevels of applicaion avail ability.
DataGuard cluster software provides
comprehensive integrity guarantees for
applicaions and data throughmultiple paling
mechanisms and programmable power
management.

Features

DataGuard cluster software includes the
following fedures:

» Heterogeneous File Sharing with NFS and
Samba — DataGuard leals the industry with
the only complete NFSV2 and V3 high
avail ability solution, al owing client access
throughNFSfor UNIX or Linux clients.
Only DataGuard maintains full access
permisgons and client lock preservation
throughfail over.

DataGuard is the most flexible fil e server
avail able today with NFSand SMB/CIFS
(Samba) suppat completely integrated.
DataGuard delivers Samba network file
sharing and print serving cagpabiliti esto
UNIX and Windows clients.

By combining DataGuard with NFS or
Samba, you can configure ascdable and
highly avail able dient/server environment
that maintains data integrity whil e sharing
data. Optionaly, youcan usethe ReiserFS
journall ed fil e system to minimizefail over
times of disk based services.

e High availability for Commercial
Applications — DataGuard enables youto
make many data-intensive commercial
applicaions highly avail able. You can set up
cluster servicesfor Orade, DB2 EE,
PostgreSQL, Informix, Sybase, and MySQL
databases, and urlike other Linux clustering
products, there is never an extra dharge.

e Support for M ajor Linux Distributions—
DataGuard suppats al the major Linux
distributions, including bah RPM and DEB-
based dstributions. Although norequired,
it isrecommended that you run the same
Linux dstribution oneadt member system.

» Commodity Hardware Configurations—
DataGuard suppats commodity hardware in
avariety of cluster configurations, ranging
from alow-cost minimum configurationto a
no-single-point-of-fail ure configuration.
Both SCSI and Fibre Channel storage can be
used in a duster. You can choose the duster
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hardware that isright for the avail ability and
dataintegrity needs of your business

Easy Cluster Software Installation and
Configuration —Misgon Criticd Linux
provides the DataGuard cluster softwarein a
binary distribution that makes time-
consuming and error-prone manual builds
unrecessry. To acommodate popuar
Linux dstributions, bah RPM and DEB-
based padages are avail able. DataGuard
also provides a mmprehensive duster
configuration werificaion uility and
commands that chedk quarum partition
accessbility and powver switch operation.

The duster software includes configuration
scripts and wser interfaces that guide you
throughthe processof setting upthe duster
and services, and then add the site-spedfic
information to the duster database on the
shared quaum partitions. Whenever you
modify the duster configuration, the
database is updated and the changes are
automaticdly propagated to all the member
systems, elminating the need to perform
dugicate operations on ead member
system.

In addition, cluster event loggng enables
youto deted andresolve duster problems
before they affed service avail ability. The
cluster daemons log messages by using the
sysl og subsystem. Y oucan customizethe
severity level of the logged messages and
also thelogfile locaion.

Comprehensive Documentation — To
fadlit ate setting upand managing a
DataGuard cluster, Misgon Criticd Linux
provides comprehensive documentation in
the printed DataGuard Installation and
Administration manual. The manual
provides gep-by-step install ation and
configuration instructions, complete with
diagrams and cetail ed information abou
shared storage @nfigurations. An onine
version d the manual islocaed onthe
DataGuard CD-ROM. In addition, the latest
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release notes are locaion onthe
WWwW. mi ssioncriticallinux. comWeb
site.

Multiple User Interfacesfor Cluster
Management — DataGuard includes

multi ple user interfaces for easy service and
cluster administration. Thecl uadmi n
utility provides an interadive text based user
interface &d also hasa commandline
interfacethat is suitable for shell scripts.
The Web-based graphicd user interface
(GUI) enables you to perform cluster
operations from any browser. Cluadmin’s
command line interfacefaalit ates usage in
scripts as well as makes DataGuard well
suited for deployment in embedded
configurations.

Service Configuration Framework —
DataGuard provides an easy-to-use
framework for creaing services for
heterogeneous fil e sharing and database
applicaions.

Servicefail over is acaomplished by scripts
that start and stop an applicdion a, in the
case of an NFSor Samba service, redired an
IP addressto afunctioning member system.
DataGuard includes kernel patches which
arerequired in order to provide NFSfail over
operation which is transparent to clients.
DataGuard also provides al the scripts
necessry for failing over NFSand Samba
services. For database services, youcan use
sample service scripts and templates. In
addition, the service @nfiguration
framework can easily be extended to ather
applicaions, such asmail and print
applicaions.

Network Interface Failover — DataGuard
suppats network interfacefail over ona
member system. If anetwork interfacefails,
DataGuard can fail over the network 1/0 and
an |P addressto ancther interface with no
disruption to the duster, clients, or
applicaions. In addition, you can configure
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DataGuard so that it fails over amedium
accescontrol (MAC) address

Robust Cluster Communication
Mechanisms— To enable fail over to occur
quickly when aproblem occurs, bu also
prevent premature or erroneous fail over,
DataGuard uses various monitoring
mechanisms in order to acarately assessthe
status of amember system. Periodicdly,
eat member system writes g/stem status
information (“up’ or “down”) anda
timestamp to the two quaum partitions
locaed onshared disk storage. A system
can join the duster only if it isable to write
to bah quaum partitions. In addition, ead
member system periodicdly monitors the
information written by the other member
system to determine whether to fail over its
Services.

ServiceFail over — To ensure proper cluster
operation and maintain data integrity, if a
member system cannd reliably run services
or if the state of amember system canna be
determined, its srvices will automaticdly
fail over to afunctioning member system.
Services arealy running onthis g/stem are
not disrupted.

ServiceRelocation and L oad Balancing —
DataGuard enables administrators to
manually stop ore or more services and
relocate them to afunctioning member
system. Thisenablesyouto balancethe
serviceworkload aaossthe member
systems or perform maintenance on a system
whil e kegping services avail able. For
example, if you reed to upgade hardware,
you can relocae the servicesrunnng ona
member system, upgade the hardware on
that system, and relocate the services to the
upgaded system.

Active-Active Configuration — Leverage
your hardware investment by setting up
multi ple separate instances of cluster
servicesin adive-adive @nfigurations. No

need to have idle hardware standing byin a

badk upmode.
Configuration Support

The following herdware, software, and
applicaioninfrastructures are suppated by
DataGuard cluster software.

Application Service Support

Cluster Service startup and shutdown scripts are

provided for the following appli caions:
* Samba

* NFSServerV2andV3

« IBM DB2EE

* Orade8iand 9

* PostgreSQL
* Informix

* Sybase

- MySQL

* Apade Web Server
e ZeusWeb Server

Template Cluster Services are provided to
permit creaion d scriptsto control any site-
spedfic goplication.

Hardware Requirements

Minimum hardware requirements are &
foll ows:

e Two Linuxservers configured with ore
Ethernet interface one RS-232 serid
interface and alocd boa disk.

* Oneshared SCSI or Fibre Channel storage

subsystem for cluster services, applications,

and data

*  Optiona: two programmable power
controllers. Use of programmable power
controllersis drongy recommended in
environments that require stringent data
integrity guarantees.
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Computer System

DataGuard cluster software suppats Intel(J 32
bit (IA-32) hardware platforms. DataGuard
includesinitial suppat for 1A64-based (eg.
[tanium) processors. Please mntad our Sales
organizaionat Misgon Criticd Linuxfor more
information. DataGuard is suppated onthe
most popuar Linux dstributions. Refer to the
distribution suppat list in the Software
Requirements sdion d this document for more
information.

Cluster nodes do nd need to beidenticd. They
can be of different spead, memory size, and
SMP configuration, and can be supfdied by
different vendas. Seledingthe gpropriate
configuration for ead server depends onthe
applicaions and fail over strategy to be
deployed. The shared dsk storage namespace
must be identicd for both cluster nodes, soit is
recommended that the nodes have symmetric
storage subsystems.

Additionaly, it isrecommended that eat noce
in the duster runthe same Linux dstribution
and kernel version.

Sorage Subsystem

The Linux bod devicemay be configured using
any commodity hard dsk, including IDE and
SCSI. RAID suppat for the boot device may be
provided by means of host software, adapter or
controll er based methods.

The shared storage subsystem must be caefully
configured to med the avail ability requirements
of the overall DataGuard cluster configuration.
The following gudelines shoud be observed:

» DataGuard cluster software suppats SCSI
and Fibre Channel for the shared storage
subsystem.

* Production environment guidelines: For
robustness ease of maintenance, and corred
handling o storage bus reset condtions, it is
strongly recommended that the shared
storage be @nfigured using a multi-port
storage antroller. A multi-port controll er

provides a separate physicd bus for eah
cluster node. The multi-port controller must
suppat concurrent accessto all logicd units
by all cluster nodes. These @ntrollers are
easier to configure and terminate wrredly,
and gealy simplify removal of anode from
the configuration whil e the duster remains
operational. Because of the busisolation
provided by multi-port controllers, it is
possbleto use any modern, good qality
host adapter in these configurations.

Development environments guidelines: In
development environments, it is often
accetableto use alower cost, single-port
storage controller. Inthese cnfigurations,
al cluster nodes as well asthe storage
controller are mnreded to the same storage
bus. Note that depending onthe host
adapter and Linux devicedriver used, these
configurations may nat reliably recover
from cluster noce fail ures and rebods.
Misgon Criticd Linux, Inc. isadively
evaluating adapters and Linux devicedrivers
that provide reliable remvery in these
configurations.

Please refer to the

wWwWw. Imi ssioncriticallinux.com
product s/ convol o Web site for the latest
adapter and cevicedriver information.

» DataGuard cluster software does not use
SCSI Reserve/Release aommands or SCSI
Target Mode, so suppat for these functions
isnot required.

» Itisnaot posgbleto use host/server-based
RAID software or adapter-based RAID
firmware for the shared storage subsystem
with DataGuard cluster software. RAID
cgpabiliti es, if required, must be provided by
astorage oontroller.

The following recommended SCSI RAID array
products have multiple host channels and
provide simultaneous accessto all thelogicd
units on the host channels:
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* Winchester Systems FlashDisk RAID Disk
Array, avail able from ww. wi nsys. com

» CMD Tedindogy CRD-7040,avail able
from www. cnd. com(integrated RAID
arrays based onthe CRD-7040are avail able
from ww. synet exi nc. con)

Reammmended Fibre Channel RAID controllers
that have multi ple host channels and provide
simultaneous accessto all thelogicd unitson
the host channels are the CMD Tedhndogy
CRD-7220and CRD-7240. Dual-redunchnt
configurations are dso avail able. Integrated
RAID arrays based onthe CMD CRD-7220 and
CRD-7240are avail able from

WW. synet exi nc. com

Network Hardware

DataGuard cluster software suppats Locd Area
Network and seria li ne hardware suppated by
the spedfic Linux dstribution onwhich
DataGuard isinstalled. Refer to the network
hardware suppat list associated with the Linux
distribution for additional information.

Power Controller

Server systems in DataGuard cluster
configurations can opionally be conreded to
programmable power controllers. The
controllers are aosscouded between the
systems 0 that eat system can control the
power supdied to the other system. This
fedure permits DataGuard cluster softwareto
ensure data integrity under certain rare failure
scenarios, such as a system hang. It is grongly
recommended that power controllers are
included in production environments.

Development environments with less $ringent
data integrity requirements may be configured
withou programmable power controllers. For
more information onconfiguring DataGuard
cluster solutions withou power cortroll ers, refer
to the DataGuard Installation and
Administration manual.

DataGuard cluster software provides suppat for
the following serial-based powver switches:

«  WTI RPS10(model M/HD in the US, and

model M/EC in Europe), avail able from
WWW. Wt i . com rps-10. ht m

» APC Serial On/Off Switch (part number
AP9214), avail able from ww. apc. com
(Note that DataGuard canna obtain status
from this power switch.)

If youare using IBM xSeries srvers, models
x230 a higher, endingin O (zero), or IBM
Netfinity servers, models 4500and hgher, you
can set up the systemsto utili zethe built-in IBM
Serial Management Console port for power
cycling member systems. An external power
switch is not needed in this configuration.

If you are using HP Netserver systems, models
beginningwith “L,” you may be &leto usethe
built-in HP Integrated Remote Asgstant
management port for power cycling member
systems. An external power switch isnaot
needed in this configuration.

Recommended network-based power switches
include:

* BayTed RPC-3 ar RPC-5, avail able from
www. bayt ech. net (best performer of
network-based switches on busy networks)

« WTI NPS115,avail able from
WWW, Wt i . com

« APC MasterSwitch (part number AP92117),
avail able from www. apc. com

Softwar e Requirements

DataGuard cluster software suppatsthe
following dstributions:

e RedHa Linux6.2@7.1
e SUuSE Linux 7.1
* Dehian GNU/Linux 2.23

Note: When using aher distributions nat listed
abowve, DataGuard cluster software requires
either LinuxKernel 2.219 a 2.4.6. The
DataGuard cluster software distribution CD
containsa omplete 2.2.19and 2.4.6 lernel
source pods complete with a arrespondng set
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of patches that are required to ensure crred
cluster behavior. These patches include:

e NFS Srver and utiliti es

* Raw I/O and hgmem suppat (2.2.19 oty)
* ReserFSfile system suppat

» |/Ofairnessagorithm enhancement

Documentation

Comprehensive configuration, install ation, and
system administration information for
DataGuard cluster software is provided in the
DataGuard Installation and Administration
manual. The hardcopy manual is supgied with
the software product kit. The manual isalso
provided eledronicdly in PDF format onthe
DataGuard cluster software distribution CD and
onthewww. mi ssi oncriticallinux.conf
product s/ convol o Web site.

Distribution

DataGuard cluster software is provided as a
boxed software product including the foll owing
items:

» DataGuard Product Description

¢ Distribution CD-ROM with two license
numbers

* Hardcopy DataGuard Installation and
Administration manual

Thereis norequirement to buld DataGuard
cluster software prior to installation. The
softwareis provided as fully bult imagesin
RPM and DEB formats. However, it is
necessary to rebuild the Linux kernel if you do
not choase one provided in the product to
include mandatory feaures (for example,
suppat for Raw /O operations and NFS

fail over).

Licensing

DataGuard cluster software is provided with two
server licenses. Both serversin the cluster must
be licensed separately. A valid licenseis
required duing software install ation and to
obtain Warranty services.

Warr anty

DataGuard cluster software is provided with 90
days of warranty and suppat. Refer to the
license agreament at the front of the DataGuard
Installation and Administration manual for
warranty detail s.

Support Services

Suppat for DataGuard cluster softwareis
provided by Misgon Criticd Linux, Inc.
Suppat Services are provided using our Web
browser-based LifeLine austomer relationship
management system, email, and telephore.
Serviceis provided duing businesshours (8:00
am.—8:.00 pm. EST) Monday throughFriday.
Warranty servicesinclude asdstancewith
DataGuard cluster configuration, install ation
and setup, and problem resolution. Criticd
problems recave aresporse within an hou.

To recave warranty services, please have your
DataGuard cluster software li cense number
available. Please cdl or send email to enable
your LifeLine acourt.

Additionally, Misson Criticd Linux, Inc. offers
arange of suppat service ontrads to med any
suppat requirement, including 24 x 7coverage
aswell aslongterm suppat for DataGuard
cluster software and the complete Linux
software environment. For additi onal
information, dease mntad the Sales
organizaion at Misgon Criticd Linux, Inc.

Training

Training courses are avail able for DataGuard
cluster software and cover configuration,
install ation, management, and theory of
operation. For additional information, dease
contad the Sales organizaion at Misson
Criticd Linux, Inc.

Ordering

DataGuard cluster softwareis orderable &
follows;
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* Onthelnternet at:
WWW, m ssioncriticallinux.conf
product s/ convol o

» Diredly from the Misgon Criticd Linux,
Inc. Sales organizaion.

DataGuard cluster software boxed padkage
with:

Licenses Part Number
2 Server Licenses CCS-200-002

Contact Information

Phore: (+1) 978.606.0200

FAX: (+1) 978.446.9470

Toll Free (+1) 877.62.INUX

Email:

sal es@n ssioncriticallinux.com
support @ ssioncriticallinux.com
I nternet:

WWV. m ssioncriticallinux.com

Linuxis aregistered trademark of Linus
Torvalds.

Convdo isatrademark of Misson Criticd
Linux, Inc.

All other trademarks are the property of their
respedive owners.
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